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Tech Note ACL to Stop Spam Relay

Connect to the cache GUI with your browser.
 https://xxx.xxx.xxx.xxx:8443

Under Configuration Files
 Select Open
 Select the Default configuration

Under Configuration
 Select Content
 Select Access Control
 Select Profiles and Policies
  Check for a profile ‘all scr all’ if it does not exist then*
  ‘NEW’ profile
   Type CONNECT in the window as the profile name.
   Select ‘Method’ then submit.

Replace GET with CONNECT  --uppercase is required
  Submit
  ‘NEW’ profile
   You must make three port profile jobs.
   High_ports
   1025-65535
  Submit
   SSL_port
   443
  Submit
   SSL_port2
   563
  Submit

  Cache Access Policy
  Check for a Cache Access Policy ‘allow all’ if it does not exist then**
  ‘NEW’ Cache access policy
   Select ‘deny’
   Move ‘CONNECT’ to matched profiles
   Move ‘High_ports’ ‘SSL_port’ ‘SSL_port2’ to unmatched profiles
  Submit
    
 The new cache access policy must be above the ‘allow all’ policy.
  Select the policy and press the ‘Move up’ button, if necessary.

Under Configuration
 Select Commit

*Make an ‘all src all’ profile
 ‘NEW’ profile
  Input ‘all’ , accept default profile type, then submit
  Input ‘all’

Submit

**Make an ‘allow all’ policy
 ‘NEW’ policy
  Move ‘all’ to matched profiles

Submit 
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